HUONG DAN TICH HQP DICH VU HQPAY.VN
(Tai liéu cap nhat ngay 06/06/2021)

1. Muc dich tai li¢u
M0 ta cach két ndi, goi cng dich vu phan phéi ma thé, nap topup, thanh toan dién,nudc,

hoa don...

2. Cac buéc thuc hién
- Khéach hang st dung dich vu lién hé véi quan tri vien HQPAY dé dang ki tai khoan va
nhan céc thong tin két néi.
o hash_id
O partner_key
- Khéach hang cung cap IP két ndi cho quan tri vién cau hinh vao tai khoan
- Khéach hang thuc hién két ndi vao hé théng test

- Khach hang thyc hién vao hé thong live caa HQPAY

3. M0 ta két néi dich vu

API service test: http://sandbox.hgpay.vn/api/service/purchase

API két ndi: https://s-api.hgpay.vn/api/service/purchase

Dich vy hd trg phuong thitc GET, POST (uu tién sir dung phuong thirc POST).

3.1. Thanhtoan tién dién, tién nwée va thanh toan héa don

HQPAY cung cdp dich Vi thanh todn héa don dién, nuéc va cac loai héa don thanh todn tra gop cua
cac hé théng nhw FECredit, Home Credit...

Truée khi thyec hién thanh toan, khach hang can phdi kiém tra théng tin héa don. (Bdt bugc)

3.1.1. Kiém tra thong tin héa don

API kiém tra thong tin hoa don : /api/service/bill-check



http://sandbox.hqpay.vn/api/service/purchase
https://s-api.hqpay.vn/api/service/purchase

service_id Ma& dich vu str dung: ‘ )
- 1006: Dich vu thanh toan tién dién Bat buoc
- 1007: Dich vu thanh toan tién nugc
- 1008: Dich vu thanh toan hoa don
key Ma key cua dich vu: ELECTRICITY, WATER, OTHER...
*Vui long gwi diang dinh dang in hoa. )

Bat buoc
bill_id id dich vy hoa don Bt bugc
bill_code Mai hoa don (ctia khach hang) Bit budc
phone S6 dién thoai khéach hang Bét buoc
request_id | Ma request truyén Ién tdi da 29 ki tu, phai la duy nhit: ,

year+month+day+hour+minutes+second+m s+random Bat buoc
hash_id M4 hash két ndi api do bén website cap Bit budc
parter_key | M4 key két ndi api do bén website cap Bat buoc
sign M4 hoa bao mat Bét buoc
= md5(hash_id + partner_key + service_id + request_id)

Vi du théng tin gai 1én nhu sau:
$datapost[service_id] = '1006"; // dich vu thanh toan tién dién
$datapost[key] =" ELECTRICITY *;
Sdatapost/ bill_id] = 050113;
Sdatapost[ bill code’] ='PB01030019121";
Sdatapost[‘phone] ='099999999";
Sdatapost[ ‘request id’] =time();
Sdatapost[ ‘hash_id ] =6546aldc145dmc; // do HQPAY.VN cung cap
$datapost[ ‘parter_key’] ='3323; //do HQPAY.VN cung cap
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$datapost['sign'] = '34fkdsjhgdsfl34238dfdjh34dfd2e"; //ma hda theo dir liu do HQPAY.VN

cung cap

Dit ligu tra vé
stdClass Object
(

[status] => 1

[message] => "Thanh cong"

[tranid] => 817633220

[request_id] => 1561651445

[bill] =>{
+"tran_bill": "10461626058859"
+"id_bill™: "
+"code_bill": "PB01030019121" // ma hoa don
+"amount": 120000  //s6 tién can thanh todn
+"customer_code™: "
+"customer_name": "Nguyen Van A" // tén khach hang
+"partial_payment": 0 // gia tri thanh todan 1: cho thanh todn tirng

phan, 0 — khéng cho thanh todn tirng phan

+"fee_bill": 0 //phi thu ho
+"min_amount™: 0 // han mirc thanh todn nhé nhat
+"phone™: ™ // s6 dién thoai
+"cycle™: "7/2020" // ki thanh toan
+"customer_address™: " // dia chi

3.1.2. Thanh toan hoa don

service_id Ma& dich vu st dung:
- 1006: Dich vu thanh toan tién dién Bit budc
- 1007: Dich vu thanh toan tién nudc
- 1008: Dich vu thanh toan hoa don

key Ma key cua dich vu: ELECTRICITY, WATER, OTHER...
*Vui long gwi dung dinh dang in hoa. )
Bat buoc
bill_id id dich vu hoa don Bat buoc




bill_code Mi héa don (ctia khach hang) Bat buoc

tran_bill train_id kiém tra thong tin héa don HQPAY guri vé Bit budc
phone S6 dién thoai khach hang Bat budc
amount S6 tien khach hang mudn thanh toan Bt budc
fee_bill Phi thu hg, tir ncc guri vé Bt bugc
request_id | Ma request truyén Ién toi da 29 ki tu, phai 1a duy nhat: ,
year+month+day+hour+minutes+second+m s+random Bat buoc
hash_id M4 hash két noi api do bén website cap Bat buoc
parter_key | Ma key két ndi api do bén website cap Bt bugc
sign M4 hoa bao mat Bit budc

= md5(hash_id + partner_key + service_id + request_id)

Vi du théng tin gii 1én nhu sau:

$datapost[service_id] ='1006"; // dich vu thanh toan tién dién
$datapost[key] =" ELECTRICITY ’;

Sdatapost/ bill_id] = 050113;

Sdatapost[‘bill code’] ='PB01030019121;

Sdatapost[ tran_bill"] = '515145149";

Sdatapost[‘amount’] ="' 120000 ;

Sdatapost[‘fee_bill"] ='0;

S$datapost[ ‘phone’] = '099999999"; // s dién thogi nap topup
Sdatapost[ ‘request_id’] =time();

$datapost[ ‘hash_id’] =6546aldc145dmc; // do HQPAY.VN cung cap
$datapost[ ‘parter key’] ='3323; /ldo HQPAY.VN cung cap
$datapost['sign'] = '34fkdsjhgdsfl34238dfdjh34dfd2e"; //ma héa theo dir liéu do HQPAY.VN

cung cap

Dit liéu tra vé
stdClass Object
(

[status] =>1



[message] => "Thanh céng"
[tranid] => 817633220
[request_id] => 1561651445

)

3.2.  Kiém trathong tin giao dich

API kiém tra thong tin giao dich trén hé théng : /api/service/details

service_id Ma dich vu st dung: ,
- 1001,1002,1003,1004,1005,1006,1007,1008 Bat bugc

request_id | M4 request_id can tim kiém

Bét buoc
hash_id M4 hash két ndi api do bén website cap Bit budc
parter_key | M4 key két ndi api do bén website cap Bit budc
sign M4 hoa bao mat Bt bugc

= md5(hash_id + partner_key + service_id + request_id)

Vi du thdng tin gai 1én nhu sau:

$datapost[service_id] = '1006"; // dich vy thanh toan tién dién

Sdatapost[ ‘request _id’] =16516565516516;

Sdatapost[ ‘hash_id’] =6546aldc145dmc; // do HQPAY.VN cung cdp

$datapost[ ‘parter key’] = '3323; /ldo HQPAY.VN cung cdp

$datapost['sign'] = '34fkdsjhgdsfl34238dfdjh34dfd2e"; //ma hda theo dir liu do HQPAY.VN

cung cap

Dit liéu tra vé
stdClass Object
(
[status] => 1
[message] => "Thanh cong"
[tranid] => 817633220



[request_id] => 1561651445
)

4. Phu luc

Bang 1: M0 ta trang thai ma 13i tra vé
Trang thai giao dich:
0: Thét bai
1: Thanh céng
status 2: Pang cho xu ly

999: C4c 16i khong guii khong dung dir liéu (S& khong phat sinh
log giao dich)

message Théng béo chi tiét giao dich
tran_id M4 giao dich duoc tra vé tir HQPAY.VN
data_card Thong tin data dich vu mua thé thanh céng

(*) Luu y: Cdc md trang thai da dwoc giam thiéu téi da, vui long lwu lai message dé thugn tién
kiém tra khi gap van dé phat sinh, doi véi truong hop dang cho xir Iy ,ma 16i khéng xdc dinh
hodc null, doi tac can gii lai phi thanh toan cia khach hang, giao dich chi that bai khi HQPAY

tra vé ma 14i 0 hogc 999 !
Quy trinh giai ma sofpin danh cho dich vu mua mé thé:

- Ma pin duoc ma hoa bang thuat toan RSA véi method ASC-256-CBC, vai key giai ma 1a
hash_id dugc guri cho khéach hang.
- M0 ta thuat toan:

public function decrypt($data, $secret)
{



//Generate a key from a hash

$key = utf8_encode($secret);

$data = base64 decode($data);

$iv = utf8_encode(substr($secret, 0, 8));

$data = mcrypt_decrypt(‘tripledes’, $key, $data, 'cbc’, $iv);
$block = mcrypt_get_block_size(‘tripledes’, 'cbc);

$len = strlen($data);

$pad = ord($data[$len - 1));
return substr($data, 0, strlen($data) - $pad);

}

DANH SACH DICH VU THU HQ HOA PON

SERVICE BILL_ID NAME KEY
1006 050113 Dich vu thanh todn hoa don dién EVN ELECTRICITY
1007 05011600 Nudc Dong Nai WATER
1007 05011601 Thu hg nudce cua Cong ty nudc Quang WATER

Nam
1007 05011603 Thu hd nudc cua Cong ty nude Trung WATER
An- TP.HCM
1007 05011604 Nuée TP.HCM (Cty nudc Chg Lén) WATER
1007 05011605 Nudc Vinh Phuc WATER
1007 05011606 Cty CP Cap nu6c Tan Hoa WATER
1007 05011607 Cty CP Cip nudc Phu Hoa Tan WATER
1007 05011608 Cong ty C6 phan Cap nudc Nha Bé WATER
1007 05011609 Cty CP Cap nudc Bén Thanh WATER
1007 05011610 Cty CP Céap nudc Thu Puc WATER
1007 05011611 Cty CP Cép nudc Gia Dinh WATER
1007 05011612 Nudc Ba Ria - Viing Tau WATER
1007 05011613 Nude Dong Nai (Cty CP DVXD cap WATER
‘ nudc Dong Nai) ’
1007 05011614 Nuéc bong Nai (Cty CP Cap nudce WATER
Nhon Trach)
1007 05011615 Nudce Binh Duong WATER
1007 05011616 Nudc Can Tho WATER




1007 05011617 Nudc TP.HCM (Cong ty nuwdc Nong WATER
thén
1007 05011618 Nuéec })Iué WATER
1007 05011619 Nudc Pa Nang WATER
1007 05011620 Nudc Hai Phong WATER
1007 05011621 Nudc Long Khanh WATER
1007 05011622 Nudc Cao Bing WATER
1007 05011623 Nudc CTY CP Viwaco WATER
1007 05011624 Nude s6 3 Ha Noi WATER
1007 05011625 Nudc Ha Nam WATER
1007 05011626 Nudc s6 2 Hai Phong WATER
1007 05011627 Nudc Can Tho 2 WATER
1007 05011628 Nuéc Dong Thap WATER
1007 05011629 Nudc Phit My WATER
1007 05011630 Nuéc Son La WATER
1007 05011631 Cong ty Co phan Cap nude Ca Mau WATER
1007 05011632 Cong ty TNHH MTV Cap Nudc Tién WATER
Gian
1007 05011633 Nude Ho Cgi Minh WATER
1007 05011634 Nudc Ca Mau WATER
1007 05011635 Nudc Viing Tau WATER
1007 05011636 Nudc Ha Bic (Bic Giang) WATER
1007 05011637 Nudc Béc Ninh WATER
1007 05011638 Nudc Kon Tum (CTCP nuéc KonTum) WATER
1007 05011639 Nudc Binh Thuén WATER
1007 05011640 Nudc Quang Tri WATER
1007 05011641 Nudc Ha Noi (HAWACOM) WATER
1007 05011642 Nuédc Vinh Long WATER
1007 05011643 Nudce Lai Chau WATER
1007 05011644 Nudc Bic Giang WATER
1007 05011645 Nuéc Thai Hoa WATER
1007 05011646 Nudce Binh Phude WATER
1007 05011647 Nudc Nghé An WATER
1007 05011648 Nudc ik Lak WATER
1007 05011649 Nudc sach VTS WATER
1007 05011650 Nudc Bic Ninh (CTCP Pha Quang) WATER
1007 05011651 Nud6ce Ha Noi (CTCP nuwée T.H.T) WATER
1007 05011652 Nuéc Ha Noi (HUDS) WATER
1007 05011653 Nude Ha Noi (CTCP nuée Son Tay) WATER




1007 05011654 Nudc Long An WATER
1007 05011655 Nuéc Ninh Thuan WATER
1007 05011656 Nudc Bac Liéu WATER
1007 05011657 Nudc sach Hung Yén WATER
1007 05011658 Nudc Soc Trang WATER
1007 05011659 Nudc Hoa An (Pong Nai) WATER
1007 05011660 Nudc sach Nam Ha Noi WATER
1007 05011661 Nudce Tay Ninh WATER
1007 05011662 Nudc Bén Tre WATER
1007 05011663 Nudc Ha N6i (CTCP nuoc sach tay Ha WATER

Noi
1007 05011664 Nude Miﬁlz Phong WATER
1007 05011665 Nudc Khanh Hoa WATER
1007 05011666 Nude Ha Noi (Nude sach s6 2) WATER
1007 05011667 Nudc Ha Noi (CTCP nude sach Thanh WATER

Ha
1007 05011668 Nudce Gza Lai WATER
1007 05011669 Nudc Hoa Binh WATER
1007 05011670 Nudc Tra Vinh WATER
1007 05011671 Nudc Quang Ninh WATER
1007 05011672 Nudc Lang Son WATER
1007 05011673 Nudc Ha Giang WATER
1007 05011674 Nudc Dién Bién WATER
1007 05011675 Nuéc Ha Bong WATER
1007 05011676 Nudc Nam Dinh WATER
1007 05011677 Nudc Pha Yén WATER
1007 05011678 Nudce Kién Giang WATER
1008 050100 Dich vu thanh toan héa don tra sau OTHER

Viettel
1008 050101 Dich vu thanh toan héa don tra sau OTHER
VinaPhone
1008 050102 Dich vu thanh toan héa don tra sau OTHER
MobiFone
1008 050103 Dich vu thanh toan héa don c6 dinh OTHER
SST (Trung tam dién thoai Nam Sai

Gon) ’

1008 050104 Dich vu thanh toan héa don c6 dinh OTHER
STC (Trung tdm dién thoai Nam Sai

Gon ’

1008 050105 Dich vu thanh toan hoéa don c¢o dinh OTHER

VNPT




1008 05010602 Dich vu thanh toan héa don Internet OTHER
SPT
1008 05010603 Dich vu thanh toan hoa don Internet OTHER
FPT
1008 05010607 Dich vu thanh toan héa don ADSL SST OTHER
(Trung tam dién thoai Nam Sai Gon)
1008 050107 Dich vu thanh toan hoéa don Home OTHER
Credit
1008 050108 Dich vu thanh toan hoa don truyén hinh OTHER
VTVCab
1008 050109 Dich vu thanh toan hoa don truyén hinh OTHER
K+
1008 050110 Dich vu thanh toan hoa don tai chinh OTHER
Shinhan
1008 050111 Dich vu thanh toan héa don tai chinh OTHER
FECredit
1008 050114 Dich vu thanh toan vé tau duong sit OTHER
Viét Nam
1008 050115 Dich vu thanh toan héa don tai chinh OTHER
OCB
1008 050117 Dich vu thanh toan héa don tai chinh OTHER
DoctorDong
1008 050118 Thanh todn vay tra gop Mcredit OTHER
1008 050119 Thanh todn vay tra gop ACS OTHER
1008 050120 Thanh toan tra gop Maritime Bank OTHER
(MSB)
1008 050123 Thu ho tai chinh Mirae Asset OTHER
1008 050132 Dich vu thanh toan hoa don tai chinh OTHER
ATM Online
1008 050134 Hoéa don dién thoai c6 dinh SPT OTHER
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